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Abstract—In this paper, we propose a novel pseudo-random
beamforming technique with beam selection for improving
physical-layer security (PLS) in a downlink cellular network
where consists of a base station (BS) with Nt antennas, NMS

legitimate mobile stations (MSs), and NE eavesdroppers. In the
proposed technique, the BS generates multiple candidates of
beamforming matrix each of which consists of orthogonal beam-
forming vectors in a pseudo-random manner. Each legitimate MS
opportunistically feeds back the received signal-to-interference-
and-noise ratio (SINR) value for all beamforming vectors to the
BS. The BS transmits data to the legitimate MSs with the optimal
beamforming matrix among multiple beam forming matrices that
maximizes the secrecy sum-rate. Simulation results show that
the proposed technique outperforms the conventional random
beamforming technique in terms of the achievable secrecy sum-
rate.

Index Terms—Random beamforming, physical-layer security,
opportunistic scheduling, secrecy rate, opportunistic feedback.

I. INTRODUCTION

Secure information transfer via wireless networks is one

of the most challenging issues. Physical-layer security, also

known as secrecy capacity, denotes a information theoreti-

cal performance measure that quantifies security level of a

communication link [1], [2], and it has been received much

attention from many researchers and many techniques have

been proposed to improve the security at the physical-layer in

wireless networks [3].

The secret information broadcast was investigated in a

downlink cellular network, where it was shown that the

average secrecy rate is rather reduced as the number of

receivers/users increases, thus resulting in no multi-user di-

versity gain [4]. In a single-cell uplink wire-tap network with

multiple eavesdroppers, however, it was shown that the optimal

multi-user diversity gain can be obtained using a simple user

scheduling method based on a pre-determined threshold [5].

Recently, a threshold-based user scheduling algorithm was

also proposed to improve the secrecy capacity for multi-cell

uplink networks with multiple eavesdroppers, which achieves

the optimal multi-user diversity gain even in the inter-cell

interference [6]. In [4]–[6], all communication nodes including

base station (BS), mobile station (MS), and eavesdroppers are

equipped with a single antenna.

On the other hand, a user scheduling algorithm with random

beamforming technique was proposed to improve secrecy

capacity in a single cell downlink, where the BS is equipped

with multiple antennas but the MSs and the eavesdroppers

are equipped with a single antenna [7]. In [7], the number of

legitimate MSs and eavesdroppers are assumed to be the same

each other and each MS is assumed to be wire-tapped by a cor-

responding eavesdropper, which can be considered as a worst-

case scenario. In addition, another opportunistic beamforming

technique was proposed in a cellular downlink network which

consists of a BS with multiple antennas, multiple MSs, and

a single eavesdropper with multiple antennas [8]. In [8], two

different user scheduling algorithms were proposed and their

performance was mathematically analyzed in terms of ergodic

secrecy rate.

In this paper, we propose a novel pseudo-random beam-

forming technique with beam selection for improving physical-

layer security in a single cell downlink network, which was

originally proposed in [9]. We also consider an opportunistic

feedback strategy at MSs. Thus, the proposed technique not

only improves the secrecy sum-rate but also reduces the

signaling overhead. It is shown that the proposed technique

significantly outperforms the conventional random beamform-

ing technique [7] at the cost of slightly increased feedback

overhead from MSs.

II. SYSTEM MODEL

We consider a single downlink cellular network that consists

of a BS with Nt antennas, NMS legitimate MSs, and NE

unauthorized eavesdroppers as shown in Fig. 1. We assume

a single antenna at both the legitimate MSs and the eaves-

droppers. The wireless channel vector from the BS to the

i-th legitimate MS is denoted as hMS,i ∈ CNt×1 and the

wireless channel vector from the BS to the j-th eavesdropper

is denoted as hE,j ∈ CNt×1, where i ∈ {1, ..., NMS} and

j ∈ {1, ..., NE}. Each element of hMS,i and hE,j is assumed

to be independent and identically distributed (i.i.d.) and drawn

from a complex Gaussian distribution with zero mean and unit

variance, i.e., hMS,i,hE,j ∼ CN (0, INt
). We assume that the

BS knows hE,j for all j. The BS generates M candidates

of beamforming matrix in a pseudo-random manner. Let

V
[m] =

[
v
[m,1], ...,v[m,b], ...,v[m,B]

]
∈ CNt×B denote the

m-th beamforming matrix, where m ∈ {1, ...,M}, b ∈
{1, ..., B}, and B ≤ Nt. Note that B denotes the number of

382978-1-5386-4646-5/18/$31.00 ©2018 IEEE ICUFN 2018



  
     

 





















Fig. 1. A single-cell downlink network consisting of a BS, NMS legitimate
MSs, and NE eavesdroppers.

signals to be sent to multiple users simultaneously. Assuming

that the BS sends signal vector via the b-th beamforming vector

of the m-th beamforming matrix, the received signal at both

the i-th legitimate MS and the j-th eavesdropper are given as:

y
[m,b]
MS,i = (hMS,i)

T
v
[m,b]xb +

B∑
l=1,l�=b

(hMS,i)
T
v
[m,l]xl (1)

+ nMS,i,

y
[m,b]
E,j = (hE,j)

T
v
[m,b]xb +

B∑
l=1,l�=b

(hE,j)
T
v
[m,l]xl (2)

+ nE,j,

where x = [x1, ..., xB]
T
∈ CB×1 denotes the transmit signal

vector of the BS and E
[
�x�22

]
= P . In addition, nMS,i ∈ C

and nE,j ∈ C denote the thermal noise at the i-th legitimate

MS and the j-th eavesdropper, respectively, which are assumed

to be drawn from a complex Gaussian distribution with zero

mean and variance of N0.

III. PSEUDO-RANDOM BEAMFORMING TECHNIQUE WITH

BEAM SECTION

In this section, we explain the overall procedure of the

proposed technique.

A. Reference Signal Broadcast from the BS

The BS broadcasts the reference signal. After receiving the

reference signal, all legitimate MSs and eavesdroppers attain

the wireless channel vector from the BS.

B. SINR Computation and Feedback from Legitimate MSs

Each legitimate MS calculates the effective SINR values for

all m and b:

SINR
[m,b]
MS,i =

| (hMS,i)
T
v
[m,b]|2∑B

l=1,l�=b | (hMS,i)
T
v[m,l]|2 + 1/ρ

, ∀m, ∀b, (3)

where ρ = P/N0.

In this paper, we consider two different feedback strategies:

the conventional feedback (C-FB) and the opportunistic feed-

back (O-FB).

• In the C-FB, each legitimate MS feeds back the optimal

beamforming vector index that maximizes effective SINR

values for all m. Thus, the number of feedback bits for

each legitimate MS is given by

NC-FB = M (log2 B +Q) , (4)

where Q denotes the required bits for the SINR quanti-

zation.

• In the O-FB, each legitimate MS feeds back the best

n (≤ M) beamforming vector indices that maximizes

effective SINR values among M candidates. Then, the

number of feedback bits for each legitimate MS is given

by

NO-FB = n(log2 MB +Q). (5)

For example, when M = 32, B = 4, and Q = 6,

NC-FB = 32 × (log2 4 + 6) = 256 bits. On the other

hand, for the opportunistic feedback with n = 4, NO-FB =
4× (log2(32× 4) + 6) = 52.

C. Effective SINR at the Eavesdroppers

As noted before, the BS is assumed to know the wireless

channel vector from itself to all eavesdroppers, and thus the BS

calculates the effective SINR values at eavesdroppers for all

candidates of beamforming matrix. The effective SINR values

for the b-th beamforming vector of the m-th beamforming

matrix is given by

SINR
[m,b]
E,j =

| (hE,j)
T
v
[m,b]|2∑B

l=1,l�=b | (hE,j)
T
v[m,l]|2 + 1/ρ

, ∀m, ∀b. (6)

D. User Scheduling at the BS

Basic idea of the user scheduling at the BS is select a set of

legitimate MSs that have the maximum effective SINR values

for given beamforming matrix. Then, the achievable sum-rate

for the m-th beamforming matrix is given by

R
[m]
sum =

B∑
b=1

[
log2

(
1 + max

1≤i≤NMS

SINR
[m,b]
MS,i

)]
, ∀m. (7)

Similarly, the BS calculates the information leakage rate due

to eavesdroppers for the m-th beamforming matrix as follows:

R
[m]
e =

B∑
b=1

[
log2

(
1 + max

1≤j≤NE

SINR
[m,b]
E,j

)]
, ∀m. (8)

Then, the achievable secrecy sum-rate for the m-th beam-

forming matrix is given by

R
[m]
sec = max

{
R
[m]
sum − R

[m]
e , 0

}
, ∀m. (9)
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Fig. 2. Secrecy sum-rate of the proposed technique for varying SNR values.
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Fig. 3. Secrecy sum-rate of the proposed technique for varying number of
legitimate MSs.

E. Optimal Beamforming Matrix Selection at the BS

Based on the (9), the BS selects the optimal beamforming

matrix that maximizes the secrecy sum-rate among M candi-

dates, which can be expressed as:

m̂ = argmax
1≤m≤M

R
[m]
sec . (10)

F. Downlink Data Transmission

With the optimal beamforming matrix, the BS sends data

with the selected beamforming matrix, V
[m̂]. Finally, the

achievable secrecy sum-rate of the proposed pseudo-random

beamforming with beam selection is given by R
[m̂]
sec .

IV. SIMULATION RESULTS

In this section, we evaluate the secrecy sum-rate of the

proposed pseudo-random beamforming technique with beam

selection under various system parameters. Fig. 2 shows the

secrecy sum-rate performance of the proposed technique for

varying SNR values. Both the conventional feedback and the

opportunistic feedback are considered and compared. In Fig. 2,

we assume that NMS = 50, NE = 1, Nt = 3, and B = 3.

The secrecy sum-rate increases of the proposed technique as

M increases, and the proposed technique significantly outper-

forms the conventional random beamforming technique [7].

The secrecy sum-rate of the proposed technique with O-FB

with n = 4 for M = 32 is almost the same as that with C-FB

over all SNR values, while significantly reducing the feedback

overhead. Fig. 3 shows the secrecy sum-rate performance of

the proposed technique according to the number of legitimate

MSs when ρ = 0dB. We also assume that NE = 1, B = 3,

and Nt = 3. As the number of legitimate MSs increases,

the secrecy sum-rate becomes increased accordingly due to

multi-user diversity gain. Note that the secrecy sum-rate of

the proposed technique with O-FB approaches to that with

C-FB as NMS increases.

V. CONCLUSION

In this paper, we proposed a novel pseudo-random beam-

forming technique with beam selection to enhance physical-

layer security in the downlink cellular network with multiple

eavesdroppers. In order to reduce the feedback overhead of

the proposed technique, we also consider the opportunistic

feedback strategy. Through extensive computer simulations,

we show that the proposed technique significantly outperforms

the conventional random beamforming technique in terms of

secrecy sum-rate especially when the SNR is high or the

number of legitimate MSs is large.
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